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ACRONYMS
T PQ
T PQI
T AVR
T GPS
T PQMS
1 REST
1 COMTRADE
1 DNS
 DHCP
 DHCPv6
T JSON
1 Csv
T TCP
T HTTP
 HTTPS
1 SCADA
T HMI
1 PEM
1 RADIUS

1 CA

Power Quality

Power Quality Instrument according to IEC 62586-1
Automatic Voltage Regulator

Global Positioning System

Power Quality Management System
Representational State Transfer

Common format for Transient Data Exchange for power systems
Domain Name System

Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (IPv6)
JavaScript Object Notation

Comma-separated values

Transmission Control Protocol

Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure

Supervisory Control And Data Acquisition

Human Machine Interface

Privacy-enhanced Electronic Mail

Remote Authentication Dial-In User Service

Certificate Authority
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1 NORMATIVE REFERENCES AND BIBLIOGRAPHY

All the references are intended in the last revision or amendement.

1.1 For all countries

Electromagnetic compatibility (EMC) i Part 4-30: Testing and measurement techniques i Power
IEC 61000-4-30 .
quality measurement methods.
IEEE C37.111 IEEE Standard Common Format for Transient Data Exchange (COMTRADE) for Power
Systems
IEEE Recommended Practice and Requirements for Harmonic Control in Electric Power
IEEE 519
Systems
ISO 8601:2004 Data‘elements and interchange formats i Information interchange 1 Representation of dates
and times
ECMA-404 The JSON Data Interchange Format
RFC 4180 Common Format and MIME Type for Comma-Separated Values (CSV) Files
RFC 2138 Remote Authentication Dial In User Service (RADIUS)
RFC 2139 RADIUS Accounting
Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
RFC 5280 .
Profile
RFC 791 Internet Protocol, Version 4 (IPv4)
RFC 2460 Internet Protocol, Version 6 (IPv6)
Appnote,1 . e
APPNOTE.TXT ZIP File Format Specification, PKWARE® Inc., September 2012
NMEA 0183 National Marine Electronics Association electrical signal requirements, data transmission
protocol and time, and specific sentence formats for a 4800-baud serial data bus
ISO/IEC 7810 Identification cards - Physical characteristics
GSTQO001 Fixed installed indoor Power Quality Instrument
GSTQO002 Extended Power Quality Data Interchange Formats
GSTQO004 Power Quality Management System i Human Machine Interface
GSTQO005 Power Quality Management System i Batch Data Processing

1.2 For EU countries

EN 50160

Voltage characteristics of electricity supplied by public distribution systems.

1.3 For Spain

R.D. 1955/2000

Real Decreto 1955/2000, de 1 de diciembre, por el que se regulan las actividades de
transporte, distribucion, comercializacion, suministro y procedimientos de autorizacion de
instalaciones de energia eléctrica.
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14

For ltaly

RSE 12004159

Specifiche tecnico-funzionali delle apparecchiature di monitoraggio della qualita della tensione
per le reti MT.

(1]

R. Chi ume o, M. de Nigris, L. Gar ber o, C. G4
a New Method for an Improved Voltage Dips Evaluation by the Italian Power Quality
Monitoring SysteminPr esence of VT Saturati oerenéefof ect s

ARG/elt 198/11

Renewable Energies and Power Quality ( | CREPQ®10), Granada (Spa3
2010.
Testo integrato della qualit”™ dei servizi ¢

periodo di regolazione 2012-2015

15

For Colombia

1.6

1.7

1.8

19

CREG 065/2012

RESOLUCION N° 065 DE 2012 por el cual se ordena hacer publico un proyecto de resolucion
de caracter general, que pretende establecer las normas de calidad de la potencia eléctrica
aplicables en el Sistema Interconectado Nacional.

For Argentina

ENRE 184/2000
ANEXO

Base Metodolégica para el Control de la Calidad del Producto Técnico Etapa 2.

For Brazil
ANEEL Agéncia Nacional de Energia Elétrica i ANEEL
PRODIST Procedimentos de Distribuicdo de Energia Elétrica no Sistema Elétrico Nacional i PRODIST
Modulo 8 Modulo 8 1 Qualidade da Energia Elétrica

For Peru

NTCSE D.S. 020-
97-EM

Norma Técnica de Calidad de los Servicios Eléctricos

Resolucion 616-
2008-0S/CD

Base Metodoldgica para la aplicacion de la Norma Técnica de Calidad de los Servicios
Eléctricos 1 Urbana

Resolucion 016-
2008-EM/DGE

Norma Técnica de Calidad de los Servicios Eléctricos Rurales (NTCSER)

Resolucion 046-
2009-0S/CD

Base Metodoldgica para la aplicacion de la Norma Técnica de Calidad de los Servicios
Eléctricos Rurales i Resolucion de Consejo Directivo OSINERGMIN

For Romania

Ord 11/2016

Standardul ui de performanSt pentru servici\

1.10 For Chile

D.S. 327/1997

Reglamento de la ley general de servicios eléctricos.
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APPLICATION FIELDS

The PQ monitoring architecture can be made by a central system and distributed power quality instruments
(PQIs).
The PQI (according to GSTQ001 and GSTQ002) will be installed in any distribution grid for measuring any
relevant PQ parameter. The relevant PQ parameters are defined in IEC 61000-4-30, IEC 62749 and EN
50160.

The installation will be a substation or another indoor premise in a country where one or more utilities are
under Enel control.

The PQMS is the Power Quality Management System, including data acquisition from PQI, SCADA,
weather stations and other relevant systems.

A modular PQMS architecture based on a predefined REST API is defined in this global standard (GS).
The inbuilt technology for every module is not fixed in this document, just the common REST layer on top
of each one. Generally, further GSs will complement this document.
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3

ARCHITECTURE

Based on a modular architecture with predefined interface methods. The main block are depicted in the
following picture:

\&8\&8': ] ]

[Py
IPw6
WEB SERVERS ] o REST
-
I—I:
DISPATCHERS | | |
__._._,.x_;"#_'-
$

BATCH DATA I
SERVERS

FILESERVERS COMMUNICATION
SERVERS

1 WEB SERVER, to store, process and deliver web pages to end-users.
1 PQ NODES, consisting of any of the following elements:

(0]

(0]

0

PQIs in remote substation. These PQIs are connected by means of proper and reliable IP
networks or any other communication way as in GSTQO002.

PQ DATABASES, comprising data from several PQIls, that may not have a strong,
permanent and reliable IP connection. Aggregated and calculated indices (such as
percentile values) could also be inserted in these databases.

WEATHER DATABASES, collecting data from external weather information services.
GRID EVENTS DATABASES: these units collect basic information about tripping of
feeders, protections and other events or measures from SCADA. The aim is to be fast
and standard regardless the SCADA database already used within the DSO.

META DATABASES: they keep information about the location of any set of data and
important attributes (e.g. IP address, latitude, voltage ratio, alias, etc.).

1 COMMUNICATION SERVERS: they behave as repositories where PQIls upload data or may
initiate a connection to them and download specific sets of data.

=a =4

FILE SERVERS: they just provide shared file services to any server.
BATCH DATA SERVERS: the perform specific calculations on raw data in order to get aggregated
indices,

such as percentiles or HV/MV origin of events. The results are stored in PQ databases.

1 DISPATCHERS: they forward any request from the web server to the specific node.
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3.1

3.2

1 BACKUP SERVERS: they connect to remote PQIs and download specific sets of measurements.
Typically they will consist of few 10-minute recordings and events list. Data is stored in a PQ
DATABASE.

All these elements exchange information by means of a REST API and few other standard protocols.

How it works

An end user makes a request through a web page. The WEB SERVER exchanges data with a
DISPATCHER by using a REST API. The DISPATCHER asks a META DATABASE in order to match the
location and associated attributes of such request. Then it forwards the REST request to several PQIs
and/or PQ/WEATHER/SWITCHES databases. The results are returned to the DISPATCHER and then to
the WEB SERVER.

When the communication link with a PQI is not good enough, each PQI initiates a connection to a
COMMUNICATION SERVER and stores PQDIF files by FTP or SFTP. This server may also initiate a
connection to these PQIs by FTP or SFTP and download PQdif files. The PQDIF files will be decrypted by
this server and their information stored in PQ DATABASES. It is also possible to use the REST APl instead
of PQDIF and query for specific data, although the results will be also stored in these databases for offline
processing.

The PQMS may be used also with PQI not compliant with GSTQO001 and GSTQO002, further GSs will
complemented this document to manage this situations.

Offline data processing (such as calculation of percentiles and most-likely source of voltage dips) is
performed by BATCH DATA SERVERS. The results are stored in PQ DATABASES.

BACKUP SERVERS check within the META DATABASE which PQI nodes need to be backed up and
which variables havetobed ownl oaded. The suffix #fA.backupodo is
DATABASE.

Separate or common COMMUNICATION SERVERS run middle-ware software between the existing IT
systems and the PQ NODES. For instance specific software is in charge of the connection to corporate
SCADA systems, external weather services and so on. These units download data from existing systems
and upload them to corresponding PQ NODES by REST (either SWITCHES, WEATHER or META
DATABASES). It is out of the scope of this standard the definition of this middleware software since it will
vary among countries and subsidiaries.

Common features

Any server will be listening by default at TCP port 80 for HTTP and 443 for HTTPS, both at IPv4 and IPv6
addresses. For security reasons unencrypted connections could be disabled. At least basic access
authentication shall be used both for HTTP and HTTPS.

Together with the REST server, any server shall publish basic web interfaces for simple data
administration. Next follows the basic features to be included in this administration interface:

1 Listening TCP ports (add, remove, change).
1 Network configuration:
0 IPv4 and IPv6 addresses.
o Time sync.
o DNS.
o0 Routes.
o Firewall rules.
1 User administration:
o0 Add, remove, modify.
o For speed purposes, allow removal of any user authentication for specific REST requests.
0 RADIUS server configuration.
I SSL/TLS administration:
o Non-standard CA root certificates.

add
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3.3

3.4

o HTTPS server certificate (better in X.509 PEM format).
o HTTPS server private key (better in PEM format).
1 Data management functions:
o Volume management.
o Database administration.
0 Storage capacity for every inbuilt function.
1 Download/upload configuration.

This administration server will be listening by default at TCP port 20443 and use HTTPS. The default user
will be admin and the default password the result of a MD5 hash over the main MAC-address in lowercase
letters.

An SSH server will be listening at TCP port 20022. The default user and password will be the same as
stated before. It is up to the manufacturer the functionality of this SSH server. It should be possible to
access this server through public keys. This functionality should be managed either by command line (right
after a SSH access with username and password) or by the HTTPS administration web interface.

Minimum performance requirements

In order to run a system with adequate performance and thus useful for the end user, minimum
requirements have to be addressed on any system component. This performance will be evaluated by
measuring two basic variables:

1 Latency: the elapsed time between a REST request reaches a server and the response starts to
flow (this network latency is not included).

1 Throughput: the output rate in kB/s (decoded output, not encrypted). Network bandwidth is
assumed to be infinite for this test.

1 Parallel requests: the above latency and throughput rates are valid for at least a number of
simultaneous clients.

Typically the aforementioned variables need to be evaluated on a LAN with of at least 100Mbps.

The minimum performance requirements are fixed in the following table:

Table 117 REST servers i minimum performance requirements

Server Latency [ms] Througput [kB/s] Parallel [n]
PQI 500 100 2
PQDB 500 500 15
WDB 500 500 15
SWDB 500 500 15
METADB 100 200 75
DISPATCHER 150 100 100

Minimum reliability requirements

Permanent storage does not have to be fully installed from scratch, it can be added to any server when
needed. Adding and removal of any hard disk has to be managed by the web administration tool.

A single hard disk failure shall not cause the lost of the server. This requirement may be accomplished by
any redundant strategy, e.g. RAID1, RAID10, RAID5 or RAID6.

The storage may be local (via hard disks) or remote (via network). In any case, regardless the storage
strategy, redundancy and reliability has to be ensured.
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4 META DATABASE

It is responsible for all the static and semi-static data of the PQIs and any other modules. The underlying
database engine must be a relational database with SQL-language capabilities.

4.1 URLs

Table 27 META DB: REST server URLS functionalities

META database

URL method description input output

meta/sql POST executes an SQL query $input_data_metadb $data_metadb_json
$data_metadb_csv

meta/info GET/POST  general information about the server $output_metainfo_json

4.2  S$input_data_metadb

It consists of a JSON dictionary with the SQL string as an input parameter and the requested output format

(either CSV or JSON).

Next table shows two examples:

Table 37 META DB: REST server $input_data_metadb
name values type example
sql sgl query to be executed |text "select * from table;"
format CSv or json text "csv"'

"json"
{
"sql": "select * from table;" ,
"format": "csv"
}
{
"sql": "select * from table;" ,
"format": "json"
}

4.3 $data_metadb_json

The results of the SQL query are returned as a JSON dictionary. Each colum corresponds to a pair key-

vector.

Table 47 META DB: REST server $data_metadb_json
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name values type example
coll [ values ] [ "S1114",
col2 [ values ] [ 35.1, 36. 2
é é é é
{
"id": [ "s1114", "S1117", é ]
"latitude_deg": [ 35.1, 36.2, é,]
"voltage": [ 15000, 20000, ¢é ]
é é
}

4.4  $data_metadb_csv

The results of the SQL query are returnedin CSV format.

Table 57 META DB: REST server $data_metadb_csv

id latitude_deg voltage
S1114 35.1 15000
S1117 36.2 20000

é é é

4.5 $output_metainfo_json

It returns general information abou the server, such as software version, location, etc. Next table shows

the minimal set of keys to be included (example values are added):

Table 61 META DB: REST server $output_metainfo_json

name values type description example
software value alphanumeric firmware version "3.11"
api value alphanumeric REST API version "2.5"
id value alphanumeric padb's unique id "X01"
latitude deg |value value location's latitude (degrees) 37.377638
longitude deg|value value location's longitude (degrees) [-5.9862947
sgl_engine  |value alphanumeric SQL engine version "SQLITE-3.10.0"
memo value alphanumeric any aditional information "DATA CENTER 1"
{

"software": "3.11",

"api": "2.5",

"id": "X01" ,

"latitude_deg": 37.377638 ,

"longitude_deg": -5.9862947 ,

"sql_engine": "SQLITE-3.10.0"

"memo": "DATA CENTER 1"
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4.6

Tables

The minimum set of tables to be used are depicted below (administrator may be able to configure further

set).

Table 71 META DB: set of tables

Table name  Column name

Fal id

Fal serial_number
Fal brand

Pal model

Pal firmware

Fal comm_type
Pal sim

Pal provider

Fal telephone

Pal

PQl

PQl

Pal

PQl

Fal

Fal

Pal vars_backup
Pal backup_interval
Fal calibration
Pal memo

Information about real network sites.
Table name  Column name

DSOSITE id

DSOSITE alias
DSOSITE description
DSOSITE latitude_deg
DSOSITE longitude_deq
DSOSITE

DSOSITE

DSOSITE

DSOSITE  exra

Table name  Column name

PQSITE id

PQSITE i

PQSITE o T
PQSITE description
PQSITE wiring
PQSITE voltage
PQSITE voltage_ratio
PQSITE current_ratio
PQSITE valid_since
PQSITE valid_until
PQSITE wvisible
PQSITE removed

Information about any PQI and where its dala is stored

varchar
varchar
varchar
varchar
varchar
varchar
varchar
varchar
varchar
varchar
varchar
varchar

varchar
integer
timestamp or varchar(ISO 8601 format)
varchar

Type
varchar
varchar

[ varchar |

Information about all the measurement sites and link to the PQI doing the measurer

timestamp or varchar(ISO 8601 format)
timestamp or varchar(ISO 8601 format)
boolean
baolean

Description

PQI's unique id

PQI's serial number
brand

model

firmware version
communication method
SIM card (if existent)
data subscriber (SIM)
telophone number (SIM)
APN (SIM)

access method

Data access

communication server

in which PQDB store the backup
variables to be backed up

interval in seconds between backups

any useful information to be reminded

Description
installation site's unique id

latitude in degrees

longitude in degrees.

country or subsidiary id

area id

subarea id

any extra attributes for applying fiters

is.

Description

installation site's unique id

unique id whithin DSO's dalabase

link to the PQI doing the measurement
full name or description

3-wire, 4-wire, elc

rated voltage [volts]

voltage rafio to be applisd

current ralio to be applied
measurements are valid since this time
measurements are valid until this time
whether it should be listed or not

whather the measurement has been removed

mobile, ip

http, hitps, hitp/B0, hiips/443,

Null or any pqdb’s unigue id

Number or fip/sftp/scp server (with password)
null o link

null or list of periodic variables to be backed up
0 or an >0 integer

Enum values

ENDESA, ITALY, COELCE, ROMANIA, ...
SUR, NORTE, SICILIA, efc
SEVILLA, BARCELONA, MILANO, etc

“compensaled neutral”, "overhead network”, etc.

Enum values

3w, 4w

"34564985700102

wodafone

645 890 123

ac vodafone es/internel/internet
10.0.0.10
2001-470:1112-119b:20d:boff fe33-99f0

fip:/ipadif-123456@10.23 45 6/
1578321

V_AN_av,v_AB_avg,pst

86400

2016-11-02

deinstalled for calibration 2016-10-20

Example
S1114TR1\20kY

ENDESA
SUR

SEVILLA

[ "compensated neutral”, "overhead” |

Example
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4.7

Table 817 META DB: set of tables (cont.)

Information about any switch in the network
Table name  Column name

GRID id
GRID ve
GRID
GRID
GRID
GRID latitude_deg
GRID longitude_deg
GRID i ffset
GRID
GRID
GRID
GRID

varchar

Information about physical weather stations

Table name  Column name

WEATHER id varchar
WEATHER alias varchar
WEATHER  description varchar
WEATHER latitude_deg float
WEATHER longitude_deg float
WEATHER  timezone_offset integer
WEATHER twork varchar
WEATHER

Information about PQ nodes (except for PQls) and servers.

Same colors correspond to linked keys.

Description
installation site’s unique id

unique id of left vertex in DSO's database
unique id of left vertex in DSO's database
rated voltage [volts]

one-phase or three-phase

latitude in degrees

longitude in degrees

offset (in hours) to be added

country or subsidiary id

area id

subarea id

SWITCHES db's unique id

Description
weather station's unique id

lalitude in degrees
longitude in degrees

affset (in hours} to be added
weather network
WEATHER db's unique id

Table name  Column name Type Description

NODES id varchar DB node's unique id
NODES alias varchar

NODES description varchar

NODES type varchar type of node

NODES latitude_deg float latitude in degrees
NODES longitude_deg float longitude in degrees
NODES ipvd varchar ip address of weatherdb
NODES ipvG varchar ip address of weatherdb
NODES method [ varchar | access methods
NODES country or subsidiary id
NODES area id

NODES subarea id

Information about users' roles

Table name  Column name Description

ROLES id varchar

ROLES description varchar

ROLES type varchar type of role

ROLES couniry or subsidiary id
ROLES area id

ROLES subarea id

Information about users' roles

Table name Column name Description

USERS id varchar

USERS alias varchar

USERS email varchar type of role

USERS password varchar

USERS validity timestamp or varchar(1S0 8601 format)  valid until

USERS roles [ varchar | set of roles

Enum values

1p, 3p

ENDESA, ITALY, COELCE, ROMANIA,
SUR, NORTE, SICILIA, elc
SEVILLA, BARCELONA, MILANO, atc

Enum values

AEMET, METEOAM, BLITZORTUNG,

Enum values

WODB, PQDB, SWDB, METADB, DISPATCHER, WEB

hitp, htips, hitp/80, hitps/d43,
ENDESA, ITALY, COELCE, ROMANIA,
SUR, NORTE, SICILIA, etc

SEVILLA, BARCELONA, MILANO, etc

Enum values

READ, WRITE
ENDESA, ITALY, COELGE, ROMANIA,
SUR, NORTE, SICILIA, etc

SEVILLA, BARCELONA, MILANO, etc

Enum values

READ, WRITE

Example

S11141TR1\20kV
82763762

3

-4, +2,
ENDESA
SUR
SEVILLA

Example
X1786

Example

PaDB

[ "hitp/80", "https/443" |
ENDESA

SUR

SEVILLA

Example
ENDESA_WRITE
WRITE

ENDESA

SUR
SEVILLA

Example

WRITE

2016-10-30
[ "ENDESA_WRITE", "ENEL_DISTRIBUZIONE_READ" |

Minimum dimension requirements

The server shall be dimensioned for at least the following number of elements:

Additional columns and tables could be requested on a country-basis during commissioning.

Table 917 META DB: minimum dimension requirements

Table
PQI
DSOSITES
PQSITE
SWITCHES
WEATHER
NODES

Rows (x1000)
100
100
100
100
100
10
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4.8 Simple web-based GUI
The server shall publish a web interface with the following features:

1 List/show/modify tables.
1 Execute SQL queries either by web forms or uploaded sql scripts.

5 WEATHER DATABASE

It is responsible for compiling weather information.

51 URLs

Table 107 WEATHER DB: REST server URLS functionalities

WEATHER database

URL ‘method ‘description input output

download recorded periodic values in JSON or

weather/data/periodic POST CsV format

$input_weather_periodic_wdb $weather_periodic_wdb_json

$weather_periodic_wdb_csv

weather/events/list POST ;‘i(;)r\/\rg?ad events list with associated data in JSON $weather_data_events $weather_events_json

$weather_events_csv

upload events list with associated data in JSON

weather/events/upload POST/PUT format $weather_events_json $output_simple
$weather_events_csv
weather/periodic/upload POST/PUT upload recorded periodic values in JSON or CSV $weather_periodic_wdb_json $output_simple

format

$weather_periodic_wdb_csv

get WEATHER database information in JSON

weather/info GET/POST
format

$output_dbinfo_json

weather/sites GET/POST download the list of measurement sites in JSON Soutput_sites_json
or CSV format

Soutput_sites_csv

5.2 S$input_weather_periodic_wdb

It consists of a JSON dictionary with the requested weather stations (vector of unique ids), variables, time
interval and output format (either CSV or JSON):

Table 117 WEATHER DB: REST server $input_weather_periodic_wdb
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name values type example

id [ unique id ] [ text] [ "eysbf25dp7vg", "2514256" ]

start timestamp timestamp (1ISO 8601 format) ["2015-11-16T22:20:00Z"

end timestamp timestamp (ISO 8601 format) |"2015-11-19T10:20:00Z"

vars [ name ] [text] [ temp_c_min" "wind speed]a\

[™"]
format csv or json text "csv'
"json"

{
"id": [ "eysbf25dp7vg", "2514256" ] ;
"start": "2015-11-16T22:20:00Z" ,
"end": "2015-11-19T10:20:00Z" )
"vars": [ temp_c_min", "wind_speed_avg", ¢é, "dew_p
"format": "csv"

}

{
"id": [ "eysbf25dp7vg", "2514256" ] ;
"start": "2015-11-16T22:20:00Z" ,
"end": "2015-11-19T10:20:00Z" )
"vars": [ temp_c_min", "wind_speed_avg", é, "dew,_p
"format": "json"

}

{
"id": [ "eysbf25dp7vg", "2514256" ] ,
"start": "2015-11-16T22:20:00Z" ,
"end": "2015-11-19T10:20:00Z" )
"vars": ["*] ,
"format": "json"

}

5.3 3$weather_periodic_wdb_json

It consists of a JSON dictionary having a single key for each weather stations. Each value corresponds to
a dictionary with timestamp and measurement vectors. Variables codes are enumerated in ANNEX 1:
WEATHER measurement CODES.

Table 127 WEATHER DB: REST server $weather_periodic_wdb_json

|name Ivalues Itype |examp|e |
|peri0dichon |{()} |e><tended json | I
{
"eysbf25dp7vg":  {
“timestamps1": [ "2015-11-16T22: 20: 002
"timestamps2": [ "2015-11-16T22:30: 002",
"temp_c_min": [ 12.5, 13.0, ¢é, 11.5 ]
é é
"dew_point_c_avg": [ 5. 0 4.9, é 5.1 ]
b
"2514256": {
"timestamps1": [ "2015-11-16T22:20:002",
"timestamps2": [ "2015-11-16T22: 30: 002"
"temp_c_min": [ 14.0,15.2,14.7],
é e
"dew_point_c_avg": [ 4. 10, 4.80, é, 3.10 ]
}

", "2015-11-
"2015-11-

"2015-11-
"2015-11-

16T22:
16T22:

16T22:
16T22:

30:
40:

30:
40:
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54

55

$weather_periodic_wdb_csv

The same output as above but as plain text columns:

Table 1317 WEATHER DB: REST server $weather_periodic_wdb_csv

If a single variable does not exist for an specific device, its contents shall be "NONE"

id tl t2 temp_c_min é dew_point_c_avg
eysbf25dp7vy 2015-11-16T22:20:00Z 2015-11-16T22:30:00Z 12,5 é 14.0
eyshf25dp7vg 2015-11-16T22:30:00Z 2015-11-16T22:40:00Z 13.0 é 15.2

é é é é é
eysbf25dp7vy 2015-11-16T23:50:00Z 2015-11-17T00:00:00Z 11.5 é 14.7

2514256 2015-11-16T22:20:00Z 2015-11-16T22:30:00Z 23.2 é 4.10
2514256 2015-11-16T22:30:00Z 2015-11-16T22:40:00Z 22.8 é 4.80
é é é é é
2514256 2015-11-16T23:50:00Z 2015-11-17T00:00:00Z 21.5 é 3.10

$weather_data_events

It outputs the list of events inside a given geographic polygon, between a given time interval and
constrained by the type of event. Input parameters are encoded in a JSON dictionary. The polygon is
defined as a vector of latitude-longitude pairs or geohashes?!. Event types are enumerated in ANNEX 2:
WEATHER events CODES. A slash and the source weather agency may be added to the weather code
(e.g. AEMET for Spain, METEOAM for Italy, etc.). Code 211 means thunderstorm (with or without rain 7

dry thunderstorm-).

Table 141 WEATHER DB: REST server $weather_data_events

1 See either https://en.wikipedia.org/wiki/Geohash or http://geohash.org/ for a full description of the
encryption method.
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name values type example
polygon [ vertices ] a vector of (lat-long) pairs or geohashes [ (40, -6), (40, -5), (41.5, -5), (41.5, -6) ]
start timestamp timestamp (1SO 8601 format) "2015-11-16T22:20:00Z"
end timestamp timestamp (1SO 8601 format) "2015-11-19T10:20:00Z"
filter [ type/source ] vector [ "211/AEMET" ]
{
"polygon”: [ (40, -6), (40, -5), (41.5, -5), (41.5, -6) ] )
"start": "2015-11-16T22:20:00Z" ,
“end": "2015-11-19T10:20:00Z" ,
"filter": [ "211/AEMET", "211/METEOAM" ]
}
{
"polygon": [ "ez5e", "ezh7", "ezkkn", "ez7sp" ] ,
"start": "2015-11-16T22:20:00Z" ,
"end": "2015-11-19T10:20:00Z" ,
nfilter”: [ "]
}
{
"polygon": [ "ez5e", "ezh7", "ezkkn", "ez7sp" ] ,
"start": "2015-11-16T22:20:00Z" ,
"end": "2015-11-19T10:20:00Z" ]
"filter": ["211/*" ]
}
5.6  $weather_events_json
It consists of a JSON dictionary whose keys are
consists of a dictionary with associated vectors. These vectors contain timestamps, coordinates and any
values that correctly define the sequence of events.
Table 157 WEATHER DB: REST server $weather_events_json
|name values type example \
|periodichon {{}} extended json  Each key corresponds to the type of event plus the source ‘
{
"211/AEMET": {
"timestamps1": [ "2015-11-16T22:21:00.1237542", "2015-11-16T22: 21
“timestamps2": [1,
"latitude_deg": [ 45, 7a5E, 35.92461, é, 34.8967 ]
"longitude_deg": [ -1.2346, -1.11323, &, -0.78954 ]
"current_ka": [ -1.23, -15.8, ¢é, 25. 4 ]
@ e
“nbdf": [ 2, 3, é, 1 ]
B
"211/METEOAM": {
"timestamps1": [ "2015-11-16T22:21:00.1237542", "2015-11-16T22: 21
"timestamps2": [1,
“latitude_deg": [ 35. 7856, 35.92461, é, 34.8967 ] 5
"longitude_deg": [ -1.2346, - R TR3R283E, é, -0.78954 ]
"current_ka": [ -1.23, -15.8, ¢é, 25. 4 ]
é el
"nbdf": [ 2, 3, é, 1 ]
}
}
5.7 3$weather_events_csv

The same output as above but as plain text columns:

t

he
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Table 16 1 WEATHER DB: REST server $weather_events_csv
id t1l t2 latitude_deg  longitude_deg current_ka é nbdf
211/AEMET 2015-11-16T22:21:00.123754Z 35.7856 -1.2346 -1.23 2
211/AEMET 2015-11-16T22:21:01.234897Z 35.92461 -1.11323 -15.8 3
211/METEOAM 2015-11-16T22:22:05.135789Z 34.8967 -0.78954 25.4 1
If a single variable does not exist for an specific device, its contents shall be "NONE"

5.8  S$output_simple

It gives basic success or error information just after a POST, GET or PUT request. Next table shows
parameters and example values:

Table 171 REST server $output_simple
name values type example
ok true, false boolean false
error text not found
{
"ok": "false" ,
"error": "not found"
}

5.9 S$output_dbinfo_json

It returns general information about the server, such as software version, location, etc. Next table shows
the minimal set of keys to be included (example values are added):

Table 181 WEATHER DB: REST server $output_dbinfo_json
name values type description example
software value alphanumeric firmware version "3.11"
api value alphanumeric REST API version "2.5"

id value alphanumeric pgdb's unique id "X01"
latitude_deg value value location's latitude (degrees) '37.377638
longitude_deg value value location's longitude (degrees) ".5.9862947
memo value alphanumeric any aditional information "DATA CENTER 1"
{

"software: "3.11"

"api: "2.5",

"id: "X01" ,

"latitude_deg: 37.377638 ,

"longitude_deg: -5.9862947 ,

"memo: "DATA CENTER 1"
}

5.10 $output_sites_json

It returns the list of sites within this WEATHER database.
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Table 197 WEATHER DB: REST server $output_sites_json
name values type description example
ids value [text] vector of sites'ids [ " 86732876",
{
"id": [ "86732876", "S1114", é ]
}

5.11 S$output_sites_csv

The same output as above but as plain text columns:

Table 207 WEATHER DB: REST server $output_sites_csv

id
86732876
S1114

é

5.12 Minimum dimension requirements

The server shall be dimensioned for at least 10 years for events and 5 years for period

ic recordings (at a

rough rate of 100 single measurements every 10 minutes). It will be dependent on the total amount of

monitored weather sites (specified during procurement phase).
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6 GRID-EVENTS DATABASE

It compiles tripping of circuit breakers and/oir protections (or in general boolean states). Some event types
are enumerated in ANNEX 3: GRID-EVENTS STATE CODES.

6.1 URLs

Table 217 GRID-EVENTS DB: REST server URLS functionalities

GRID-EVENTS database
URL method description input output
gevents/list POST downloads events list with associated data in $switches_data_events $data_events_swdb_json
JSON format $data_events_swdb_csv
gevents/upload POST/PUT  ploads recorded periodic values in JSON or $data_events_swdb_json $output_simple
CSV format $data_events_swdb_csv
gevents/info GET/POST 2?;1[;EVENTS database information in JSON $output_dbinfo_json
gevents/ids GET/POST  get the list of grid events in JSON or CSV $output_sites_json
$output_sites_csv

6.2 $switches_data_events

Given a vector of substations or electrical installations, their corresponding list of grid events is requested.
The information is encoded in a JSON dictionary.

Table 221 GRID-EVENTS DB: REST server $switches_data_events
name values type example
id [ids] vector of unigue ids ["S1114", "S1117"]
start timestamp timestamp (1SO 8601 format) "2015-11-16T22:20:00Z"
end timestamp timestamp (1SO 8601 format) "2015-11-19T10:20:00Z"
format text text "json"
{

"id": [ "S1114", "S1117" ] ,

"start": "2015-11-16T22:20:00Z" ,

"end": "2015-11-19T10:20:00Z" ,

"format": "json"
}
{

"id": [ "S1114", "S1117" ] ,

"start": "2015-11-16T22:20:00Z" ,

"end": "2015-11-19T10:20:00Z" ,

"format": "csv"
}

6.3 $data_events_swdb_json

Given a vector of substations or electrical installations, their corresponding list of grid events is requested.

The information is encoded in a JSON dictionary.
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Table 237 GRID-EVENTS DB: REST server $data_events_swdb_json

name values type example
timestamps [ timestamps ] [ timestamp (ISO 8601 format) ] [ "2015-11-16T22:20:00Z", "2015-11-16T22:30:00Z","2015-11-16T22:31:01.6768Z" |
ids [ unique ids ] [text] [ "a56d4ba899b92d296371bce82f546683" ,"a94ef2233a4720dealcb8c06e0bal35h9"
,"8a50c62f1fac3d7a7ee69a4ad736da3d" |
state [ values ] [ varchar ] ["O", "00", "01"]
memo [ values ] [ varchar ] ["™, "10.1 A fault current', "51N trip" ]
{
"timestamps": [ "2015-11-16T22:20:00Z", "2015-11-16T22:30:00Z","2015-11-16T22:31:01.6768Z" | ,
"ids": [ "a56d4ba899b92d296371bce82f546683" ,"a94ef2233a4720dealch8c06e0baldsh9" " 8a50c62flfac3d 7a7ee69adad736da3d" | ,
"state": ["0", "00", "01" ],
“memo": ["","10.1 A fault current”, "5IN trip" ]

}

Each grid element has an unique identifier

6.4 S$data_events_swdb_csv

The same output as above but as plain text columns:

Table 241 GRID-EVENTS DB: REST server $data_events_swdb_csv

timestamp ids state memo
2015-11-16T22:20:00Z a56d4ba899b92d296371bce82f546683 0
2015-11-16T22:30:00Z a94ef2233a4720dealch8c06e0ba3sh9 ~ 00 10.1 A fault current
2015-11-16T22:31:01.6768Z 8a50c62f1fac3d7a7ee69adad736da3d ~ 01 51N trip
é é é é

If a single variable does not exist for an specific device, its contents shall be "NONE"

6.5 Minimum dimension requirements

The server shall be dimensioned for at least 10 years of events recordings and 100k elements (at a rate
of 10 boolean states per day).
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7 PQDATABASE

It is responsible for compiling power quality data from several devices.

7.1 URLs
Table 251 PQ DB: REST server URLS functionalities
PQ database
URL method description input output
data/periodic POST recorded periodic values in JSON or CSV format $input_data_periodic_pqdb $data_periodic_pqdb_json
$data_periodic_pqgdb_csv
data/events/list POST events list with associated data in JSON format ~ $input_data_events_pqdb $data_events_pqdb
data/waveform POST waveform datapoints in CSV format $input_data_waveform $data_waveform_csv
waveform datapoints in JSON format $data_waveform_json
waveform datapoints in ZIP+COMTRADE format $data_waveform_zipcomtrade
data/periodic/upload posT/puT  recorded periodic values in JSON or CSV format  $data_periodic_pqdb_json $output_simple
$data_periodic_pgdb_csv
data/events/upload POST/PUT  events list with associated data in JSON format ~ $data_events_pqdb $output_simple
data/waveform/upload POST/PUT  waveform datapoints in JSON format $data_waveform_pqdb_json $output_simple
data/info GET/POST  PQ database information in JSON format $output_dbinfo_json
data/sites GET/POST  get the list of measurement sites in JSON or CSV $output_sites_json
$output_sites_csv

7.2 $input_data periodic_pqdb

It consists of a JSON dictionary with the requested monitored sites (vector of unique ids T according to
table PQSITE in METADB-), variables (according to ANNEX 4: , time interval and output format (either
CSV or JSON):

Table 261 PQ DB: REST server $input_data_periodic_pqdb
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name values type example

id [ unique id or installation code ] [text] [ "DR0013801492R0O", "S1114|1" ]

start timestamp timestamp (ISO 8601 format) "2015-11-16T22:20:00Z"

end timestamp timestamp (ISO 8601 format) "2015-11-19T10:20:00Z"

vars [ name ] [text] [ "V_AN_min", "v_BN_avg",

[™"]
format CSv or json text "csv'
"json"

{
"id": [ "DR0013801492RQO", "S1114|1" ] ,
"start": "2015-11-16T22:20:00Z" ,
"end": "2015-11-19T10:20:00Z" ,
"vars": [ "v_AN_min", "v_BN_avg", é, "g_AN_min
"format": "csv"

}

{
"id": [ "DR0013801492R0O", "S1114|1" ] ,
"start": "2015-11-16T22:20:00Z" ,
"end": "2015-11-19T10:20:00Z" s
"vars": [ "v_AN_min", "v_BN_avg", é, "gq_AN_min
"format": "json"

}

{
"id": [ "DR0013801492R0O", "S1114|1" ] s
"start": "2015-11-16T22:20:00Z" ,
"end": "2015-11-19T10:20:00Z" ,
"vars": ["*"] ,
"format": "json"

}

7.3 $data_periodic_pqdb_json

It consists of a JSON dictionary having a single key for each PQ site. Each value corresponds to a
dictionary with timestamp and measurement vectors. This format can also be used for uploading data to
the server.

Table 271 PQ DB: REST server $data_periodic_pqdb_json

name values
periodic_json {{} }

example
Each value corresponds to the same response a single PQI shall deliver. Each key is the PQI's id.

type
extended json

"DR0013801492R0O": {

"timestamps1": [ "2015-11-16T22:20: 002", "2015-11-16T22: 30:
"timestamps2": [ "“"2015-11-16T22:30: 002", "2015-11-16T22: 40:
"V_AN_avg": [ 231.5 232.7, é, 235.3 ]
é é
"v_CN_THD_avg": [ 5.12, 5.20, é, 5.68 ]

I

"S1114[1": {

“timestamps1": [ "2015-11-16T22:20: 00z2", "2015-11-16T22: 30:
"timestamps2": [ "2015-11-16T22:30: 00z", "2015-11-16T22: 40:
"v_AN_avg": [ 110.5 111.2, é, 117.3 ]
é é
"v_CN_THD_avg": [ 3.10, 2.95, é, 3.75 ]

}
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7.4  $data_periodic_pqdb_csv
The same output as above but as plain text columns. This format can also be used for uploading data to
the server.
Table 281 PQ DB: REST server $data_periodic_pqgdb_csv
id tl t2 v_AN_avg é v_CN_THD_avg
DR0013801492RO  2015-11-16T22:20:00Z 2015-11-16T22:30:00Z 231.5 é 5.12
DR0013801492RO  2015-11-16T22:30:00Z 2015-11-16T22:40:00Z 232.7 é 5.20
é é é é é
DR0O013801492RO  2015-11-16T23:50:00Z 2015-11-17T00:00:00Z 235.3 é 5.68
S1114)1 2015-11-16T22:20:00Z 2015-11-16T22:30:00Z 110.5 é 1.15
S1114)1 2015-11-16T22:30:00Z 2015-11-16T22:40:00Z 111.1 é 1.20
é é é é é
S1114)1 2015-11-16T23:50:00Z 2015-11-17T00:00:00Z 110.7 é 1.05
If a single variable does not exist for an specific device, its contents shall be "NONE"
7.5 S$input_data_events_pqdb

The input is a JSON dictionary with the scope of PQI sites and time intervals.

Table 2917 PQ DB: REST server $input_data_events_pqdb

name values type example
id [ unique id or installation code ] [text] [ "DR0013801492R0O", "S1114|1" ]
start timestamp timestamp (1SO 8601 format) "2015-11-16T22:20:00Z"
end timestamp timestamp (1SO 8601 format) "2015-11-19T10:20:00Z"
{

"id": [ "DR0013801492R0O", "S1114|1" ]

"start": "2015-11-16T22:20:00Z" ,

"end": "2015-11-19T10:20:00Z"
}

7.6 $data _events pqdb

It consists of a JSON dictionary with a single key for every PQ site. Each key has an associated vector of
events. Each event is encoded as a dictionary according to ANNEX 4: ). Next table shows a typical
example:
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Table 307 PQ DB: REST server $data_events_pqdb
|name |values |type |examp|e
[periodic_json  {{}} extended json Each value corresponds to the same response a single PQI should deliver. The key is the PQI's id.
{
"DR0013801492R0O": [
{
"event_id": "93815260fcfald677847b4026cbc36c0" ,
"start": "2015-11-15T10:23:45.015010Z" ,
"end": "2015-11-15T10:23:45.126730Z" ,
"waveform_id": " 34e6431b6430362f8ff277c0c5b3456d" ,
"type": "dip" ,
"magnitude”: 75.1,
"phases": [ "AN", "BN", "AB" ],
"info": [ "RSE_good", "HV" ]
IE
{
“event_id": "1287687680fcfald677847b4026cbc36¢0" ,
"start": "2015-09-11T12:33:45.015010Z" ,
"end": "2015-09-11T12:33:45.126730Z" ,
"waveform_id": "98734298736430362f8ff277c0c5b3456d" ,
"type": "dip" ,
"magnitude": 87.1,
"phases": ["AB" ],
"info":
}
Il
"S1114(1": [
{
"event_id": "5a413cbd4bedfca97045d7814202fafd" ,
"start": "2015-11-16T09:11:35.023020Z" ,
"end": "2015-11-16T09:11:35.030100Z" ,
"waveform_id":"" ,
"type": “swell" ,
"magnitude": [ "max": 107.1, "avg": 105.2, "t": "2015-11-16T09:11:35.026010Z" ],
"phases": ["CA"],
"info": [1
}
1
}

7.7 S$input_data_waveform
It consists of a very simple JSON dictionary with a unique waveform id and the requested output format.

Next table shows the parameters.

Table 317 PQ DB: REST server $input_data_waveform














































































































































































































































































































































